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OJOBPSIBAM:
HHIK. IHAH BOEB
VIIPABUTEJ ,,bJIK-TIT”

MoanucobT e 3anuyeH
Ha ocHoBaHue yn. 1, an. 1w an. 3 ot 33J1

TEXHHYECKO 3AIAHHUE

3a Bb3/arane Ha oOL1eCTBCHA OPBUKA € MMPEJIMET:
.JloaHossiBane Ha cpoka Ha AuueHsuu Ha antuBupycen copryep ESET Endpoint Antivirus ™

..BJK-Tosapun npeposu* EOOJ] pasnonara ¢ nuieH3uu Ha antusipycuus copryep ESET
Endpoint Antivirus 3a 3amura Ha pabOTHHTE CTAaHIHH U CbPBBPHTE.
I. KosimuecTBeHH XapaKTepHCTHKH
e Jluuens 3a antuBupyceH copryep - 180 0p..
e Jluuens 3a anTuBUpyceH codryep 3a cbpBbp MS Windows — 2 6p.;

(..p(ﬂ{ Ha BaJIW/IHOCT Ha QaHTHBHPYCHHUTC JTHIECH3H 2 roju..

Il. U3nckBaHus KbM aHTHBHPYCHHA codTyep

1. KopnopaTtiBha Bepcus, 0a3upaHa Ha KIIMEHT - CbPBbPHA TEXHOJIOTHS

I

CHLBMECTUMOCT M TNOUIPBIKKA € ONepallMOHHK cHeTeMH - Microsoft Windows 7.8.10.11 x32/x64:

'

CBLBMECTMMOCT M IIO/UIPBKKA HA KIMCHTCKATa 4acT Ha aHTHBHPYCHHs CO(Tyep ¢ OnepalHOHHHTE
cuctemu - Microsoft Windows Server 2008 R2/2012 R2/2019 x32/x64;
4. VIHTeNWreHTHa 3allMTa B peaJHO BpPeMe H NPOAKTHBEH MOHMTOPHHI 3a OTKPUBAHE W CIHMpaHe Ha

HOBH 3arjiaxu 1pe/jin H}/GHHK}’BHIR? Ha TPAAHIHOHHHTE BUPYCHH ;1&(13}11{1-1111«11«1:

o

CTaTuCTHKA 3a XapayepHa H coTyepHa HacTpoiika Ha NOTPEOUTEICKHTE MALLTMHNA.

6. Cpb3aaBaHe W yIpaplIeHHe HA FPYIN KIHEHTCKU MalllMHK (CIope1 NOTPeOUTENICKH TPYIH HIIH CrIOpe/L
KOMIIKOTBPHH IPYIIH).

7. Jla mo3BOJsABAa LEHTPAIM3HPAHO KOH(UIypupaHe, WHCTaJMpaHe M OOHOBABAaHE Ha BHPYCHH
Ae()MHUIIMA HA AHTHBHPYCHUS KIIHEHTCKH coTyep.

8. Hurerpupann veO-0a3upanu rpa@uuHi OTYETH;

9. LICIITpELﬁH'SHpaHO CJICICHC Ha JIOTOBETC HA BCHYKH l[O']‘pCﬁHTCHH.



. Murerpamms ¢ MS Active Directory Services;
. ApromaruueH download Ha akTyanu3auHuTe U OOL BILICHT:

.Ch3/aRaHe W HajzaraHe Ha IIOJHTHKH 3a KOH(I)HF}'pHpaHC H  VIIpaBJICHHE Ha AaHTHBHPYCHHA

KIHeHTeKu codryep

. Bp3MOKHOCT 3a chb3jaBaHe Ha NOJMTHKM 33  yIpaBjicHue W KoHgurypupane Ha Firewall na

AHTHBHPYCHHA KJIHCHTCKH CO(_l)T}-’Ep.

. BpamoskHocT 3a Ch3/1aBaHEe Ha CIHCBIH C 0,-’_10'6})(:“‘]!’] H IICUﬂOﬁpﬁHH OporpaMH H INPHITOKCHUA 3a

KIHEHTCKHTE MalluHH.

. Bp3MoskHOCT 32 00HOBSIBAHE OT JIOKAJIEH CbPBbP, TaKa H OT ChbPBbP HA MPOH3BOJIUTEA,

. Bp3moxkHOCT 3a oTAanedeHo yrnpasieHHe Ha OHCH W OTalleueHO CKaHUpaHe MpH MOUCKBaHE;
. C BBb3MOKHOCT 3a HACTPOHKH Ha 3aLHTA, CIIOPE/l M3HCKBAHMATA HA KIIHEHTA!

. O0u1a 3aumTa cpelty BUPYCH U IIITHOHCKHU codTyep;

. Bp3amokHOCT 3a HM3KIIOYBaHE Ha ONpcACiICHH TTPHIIOMKEHHS HIIH JIHMCKOBH MAaCHBH OT CKdHHpaHC B

PEAIHO BpeMe, € 11eJ1 ObP30/IeHCTBUETO UM, 03 TOBA Jla HapyllaBa 3aluTara;

. BB3MOXKHOCT /1a ce HHCTAIMpAT caMo ONpesiesieHH KOMIIOHEHTH OT Mporpamara;

. AuTenurenTHu HACTPOHKH 3a n10-0bp30. MO-MaJIKO Ha OpOii U NMO-KPaTKU CKAaHUPAHHS;
. 3aumTa ot yeb aTaki, KOMTO H3MOJI3BAT YA3BUMOCTTA Ha codryepa;

. 3aimmMTa Ha UMEJI KITHEHTH;

. AHTHQUIIUHT 3a10UTa;

. IIpoakTuBHA, MHOTOC/I0HHA CHCTEMA 3a 3allHTA;

. biiokupane Ha 3annaxu 3a 6pay3bpu, ONepaliuOHHU CHCTEMH U TIPUIIOKEHUS;

. Bb3aMokHOCT 3@ moJi3BaHe Ha BCHYKH HOBO H3J1€3JIH BEPCHH TIpe3 NepHO/la Ha BAJIMIAHOCT Ha

JIMLCH3a;

. OTkpuBane u mpemaxBaHe Ha ..OuckBuTku (cookies) ot Internet Explorer, Microsoft Edge u

Firefox:

. BB3MO3KHOCT 3a peMaxBaHe Ha MAaKpO-BHPYCH M BH3CTAHOBSIBAHE HA JIOKYMEHTH;

. Be3MOHOCT 3a OTKpHBaHe Ha nmoauMopduu u MmeTaMop(GHU BUPYCH:

. BB3MOKHOCT 3a ckaHupaHe Ha apXMBHHU (aiiyioBe B MO3HATHTE (JOPMATH 3a KOMIIPECHSI;

. Be3MoHOCT 3@ KapaHTHHA W W30JIMpaHe Ha 3apa3eHu (aiiiose:

. Be3MoKHOCT 3a Bb3CTaHOBSIBAHE HA CUCTEMHH (aiiose:

. M3nomeane na multi-thread TexHosorust H ONTUMH3ALKA 32 MHOTOIIPOLECOPHH CHCTEMH;
. 3ammra Ha cobcrpenute aionBe Ha nporpamara;

. Beamoxknoer 3a cwp3naBave Ha USB/CDROM Image naBaul BB3MOKHOCT 3a CKaHMpaHe Ha

cucremara B Offline pexcum:

. IlpoBepka 3a nuncpaiy BasKkHU OOHOBSIBAaHHS Ha ONEpalMOHHATa CUCTeMa;



38. [IpenynpexaeHus 3a NOTEHIMAIHA 3aM/laxa B HOBO CBAJICHH (paiijloBe M NMPHIIOKEHHS NIPEAH Te Ja
ObaT OTBOPEHH MJIH MHCTA/IMPAHH;

39. [lpenocrapsie Ha noApoOHa HHGOPMALIHS 32 OTKPUTHTE 3aIIaXH, BKJI. KAKBO €A Bb3HaMepsBaJH Jia
MPaBAT 3aMIaXUTEe H KakK ca OMJIH eTMMHHUPAHH;

40. 1a ocurypsiBa 3aurdra Ha pabOTHHUTE CTAHLIHH;

41. 3ammra cpeuty keyloggers, aproMaruyeH JIOTHH ¥ ONbjIBaHe Ha Gopmu;

42. OyHKUMOHATHOCT 3a OJIMT HA MpeKaTa;

43. Jla naBa BB3MOXKHOCT 3a HajlaraHe Ha TOJHUTHKHM IO OTHOLIEHHWE HA UINMHOHCKH M peKJaMHH
MpOrpamMu Ha MPUHIMIIA ,.IIPUIOKEHHE MO MTPUIIOKEHHE .

I JonbAHHTEIHH HIHCKBAHUA
V4yacTHUKBT TpsiOBa Ja MNpUTEXkaBa OTOPH3ALMS OT IPOMU3BOAMTENS MM HEroBo oQuIHaIHO

NPEJACTABMTEICTBO 3a NPAaBOTO Ha mpojaxba W nmouapeikka Ha nporpaMmuus npoaykt ESET Endpoint
Antivirus B Penybnuka bbarapus.
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